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ABSTRACT

This chapter examines cybersecurity risks in Human-in-the-Loop (HITL) systems
within emerging technologies and civil infrastructure, focusing on energy systems.
As digital transformation accelerates through Al, IoT, and cyber-physical systems,
the role of human operators remains critical yet increasingly vulnerable. The chapter
explores how human-machine interfaces expand the attack surface, highlights real-
worldincidents, and analyzes emerging threats targeting both technical and cognitive
aspects. By integrating insights from human factors, cybersecurity frameworks, and
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infrastructure design, this chapter provides strategies for resilience, governance,
and risk mitigation ensuring that HITL systems remain secure, adaptive, and robust
in an evolving threat landscape.

INTRODUCTION

The digitization of the civil infrastructure is bringing into being an age where
automation and Intelligent systems become vital to efficiency, safety, and sustain-
ability. In this new context, Human-in-the-Loop (HITL) systems have become an
important paradigm that combines human judgment with machine intelligence in
sophisticated decision-making scenarios. In contrast to fully autonomous systems,
HITL systems maintain a core role for the human operator, who remains actively
involved in oversight, control, and intervention functions. This is especially crucial
in high-consequence civil infrastructure applications such as power grids, water
treatment, transportation systems and urban planning, where failures have the po-
tential to cause widespread societal, economic and environmental impacts (Figure
1)(Khan et al., 2024; Natarajan et al., 2025) .

Figure 1. Humans-in-the-Loop Systems in Civil Infrastructure
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Human-in-the-Loop systems are computational or cyber-physical systems with
human decision-making as an inherent aspect. Unlike fully automated systems,
which apply pre-authorized responses or machine learning outputs, HITL systems
depend on dynamic interaction between computational components and human
agents. Such interaction can be adaptive and iterative in form, allowing the system
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