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Abstract:
Modern-day technological advancements have led to the increasing amounts of data being transmitted and received.
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Abstract:
Modern-day technological advancements have led to the increasing amounts of data being transmitted and received.
Security, being one of the major concerns, several data encryption algorithms have been employed to protect the data
from fraudulent usage. Out of the several algorithms, AES has been widely accepted for providing higher degree of
confidentiality and simplicity in implementation. Several modifications have been suggested by researchers in
enhancing the security of this algorithm. This work presents a novel technique for dynamic S box generation in AES
cryptography. The module used for key expansion of the AES implementation is modified to reduce the power
consumption and the area occupied by the structure. The proposed method of implementation using NAND gates can
be used in FPGAs for reduced power consumption when compared to the normal implementations. In this work, a
novel method for implementation of Substitution BOX using NAND gates is presented and the effectiveness of
hardware implementation and its power requirements are presented. This implementation of Advanced encryption
standard is carried out with Cadence Virtuoso. The implementation of AES algorithm is being carried out in secure file
transfer protocols like FTPS, HTTPS.

Published in: 2023 7th International Conference on Electronics, Communication and Aerospace Technology (ICECA)

Date of Conference: 22-24 November 2023

Date Added to IEEE Xplore: 09 February 2024

DOI: 10.1109/ICECA58529.2023.10395793

Publisher: IEEE



ADVANCED SEARCH

All 

 Browse  My Settings  Help 
Access provided by:
PSG Inst of Tech &
Applied Research

Sign Out

Access provided by:
PSG Inst of Tech &
Applied Research

Sign Out



Personal Sign In

Access to this document requires a subscription.

IEEE offers both personal and institutional subscriptions. Whether

you are an academic, a practitioner, or a student, IEEE offers a
range of individual and institutional subscription options that can
meet your needs.

LEARN MORE Close

http://www.ieee.org/
https://ieeexplore.ieee.org/Xplore/home.jsp
https://ieeexplore.ieee.org/Xplore/home.jsp
http://standards.ieee.org/
http://spectrum.ieee.org/
http://www.ieee.org/sitemap.html
https://ieeexplore.ieee.org/browse/conferences/title/
https://ieeexplore.ieee.org/xpl/conhome/10394672/proceeding
https://ieeexplore.ieee.org/Xplorehelp/ieee-xplore-training/working-with-documents#interactive-html
javascript:void()
https://ieeexplore.ieee.org/author/37089250415
https://ieeexplore.ieee.org/author/37089885878
https://ieeexplore.ieee.org/author/994344978515859
https://ieeexplore.ieee.org/author/37089678286
https://ieeexplore.ieee.org/author/37090005430
https://ieeexplore.ieee.org/author/520742813340725
javascript:void()
https://www.ieee.org/give
https://www.ieee.org/cart/public/myCart/page.html?refSite=https://ieeexplore.ieee.org&refSiteName=IEEE%20Xplore
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?ShowMGAMarkeatbilityOptIn=true&sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/10395793
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?ShowMGAMarkeatbilityOptIn=true&sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/10395793
https://www.ieee.org/profile/public/createwebaccount/showCreateAccount.html?ShowMGAMarkeatbilityOptIn=true&sourceCode=xplore&car=IEEE-Xplore&autoSignin=Y&signinurl=https%3A%2F%2Fieeexplore.ieee.org%2FXplore%2Flogin.jsp%3Furl%3D%2FXplore%2Fhome.jsp%26reason%3Dauthenticate&url=https://ieeexplore.ieee.org/document/10395793
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/alerts/citation
https://ieeexplore.ieee.org/alerts/citation
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/document/10395793
javascript:void()
javascript:void()
javascript:void()
javascript:void()
javascript:void()
https://ieeexplore.ieee.org/document/10395793/authors
https://ieeexplore.ieee.org/document/10395793/figures
https://ieeexplore.ieee.org/document/10395793/references
https://ieeexplore.ieee.org/document/10395793/keywords
https://ieeexplore.ieee.org/document/10395793/metrics
https://ieeexplore.ieee.org/document/10395793/similar
https://ieeexplore.ieee.org/xpl/conhome/10394672/proceeding
https://doi.org/10.1109/ICECA58529.2023.10395793
https://ieeexplore.ieee.org/search/advanced
https://ieeexplore.ieee.org/Xplore/home.jsp
https://ieeexplore.ieee.org/servlet/Login?logout=/document/10395793
https://ieeexplore.ieee.org/servlet/Login?logout=/Xplore/guesthome.jsp
javascript:void()
https://innovate.ieee.org/subscriptions-options/?LT=XPLLG_XPL_2023_SUB_Xplore_Popup
https://www.getfeedback.com/digital?utm_source=campaign&utm_medium=powered-link&utm_content=recruit&utm_campaign=e88022163e56

