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Abstract

With the growing technological trends in VLSI domain, quantum dot cellu-
lar automata (QCA) technology is slowly replacing CMOS technology due to its
smaller feature size, high operating frequency and reduced power consumption. In
the initial research phase, QCA has been used to implement various combinatorial
and sequential circuits models, which are the fundamental blocks in various appli-
cations. Nowadays, researchers focus on the implementation of application-based
designs using QCA. This motivated to implement the Galois field (GF) functions for
SBox module in the most secure cryptography encryption standard AES with QCA.
In AES, SBOX is the predominant power consumption modules. Hence, a research
has been carried out to implement a compact QCA-based AES-SBOX with GF. This
paper describes the implementation of our proposed QCA-based AES-SBOX with
Galois field and analysis of various GF functional modules in terms of area, perfor-
mance, energy and QCA cells used. The functional verification is performed using
the simulated waveforms.
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