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This novel methodology develops a Pseudo Trust in Peer-to-Peer networks using Lagrange
Interpolation and Zero-Knowledge Protocol and creates a non-forgeable pseudonym. Authenti-
cation of a peer can be done without disclosing any sensitive information by using Zero-
Knowledge Protocol. Each node in a peer maintains a unique I.D. It is not necessary to reveal
the credential information at the time of verification. The implementation of distributed trust
model is done incrementally in P2P networks. This proposed methodology generates different
polynomials at the source and destination, respectively. After creating polynomials, authentica-
tion is performed using a challenge-based system (Zero-Knowledge Protocol) by exchanging
pseudo-random numbers. Source and destination generate the same polynomial without
exchanging any secret information. This polynomial can be used for encryption and decryption.
The proposed algorithm is analysed by considering three parameters of network Throughput, the
number of packets dropped and the number of packets delivered. These results measure the
performance of the proposed algorithm applied in Peer-to-Peer networks over public networks.

1. Introduction

1.1. Peer to Peer networks

Every computer in P2P networks is recognised through a unique name. Peer to Peer network (P2P) is huge, openly available and
will increase in magnitude for the specified technology [1]. Peer-to-peer (P2P) constructions are usually considered “file-swapping”
networks to distribute resources among their nodes [2].

In general, all the nodes in the P2P community structure distribute resources like files, printers, and community access. P2P
networks are decentralised networks. Given this, the primary server, the main server, or a controller isn’t always required. A peer-to-
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