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ABSTRACT

Elliptic Curve Cryptography (ECC) has emerged as a preferred security mechanism for resource-
constrained Internet-of-Things (IoT) platforms due to its high security-to-key-size ratio. In hardware
implementations of ECC over binary extension fields GF(2™), finite-field polynomial multiplica-
tion constitutes the most power-intensive operation. This work presents a power-efficient 256-bit
overlap-free Karatsuba multiplier architecture implemented over GF(2™) and evaluated on the Xil-
inx Virtex-7 (xc7vx690tffg1761-2) FPGA platform. Binary extension fields are specifically chosen for
their carry-free XOR-based arithmetic, which reduces logic depth and switching activity — advantages
particularly suited to low-power FPGA implementations.

Two distinct architectural strategies are investigated: a fully instantiated hierarchical design and
an iterative, resource-shared design. While the instantiated architecture achieves minimal latency
through parallel computation, it incurs excessive switching activity and power dissipation. In con-
trast, the proposed iterative architecture employs a Finite State Machine (FSM) to enable controlled
hardware reuse, thereby significantly reducing switching activity.

Post-synthesis analysis using Xilinx Vivado 2014.2 demonstrates that the iterative architecture
achieves a reduction of approximately 89.5% in estimated dynamic power (from 590.37 W to 62.00
W) and 88.9% in total on-chip power (from 599.658 W to 66.325 W), at the cost of a 90.1% increase in
LUT utilization (from 16,429 to 31,223). An analytical power model based on Karatsuba complexity
is presented, confirming that dynamic power scales with exponent # &~ 1.58 (instantiated) and § ~
1.54 (iterative), both closely consistent with the theoretical Karatsuba complexity (log; 3 ~ 1.585).
The relevance of binary polynomial multiplication in emerging Post-Quantum Cryptography (PQC)
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schemes highlights the broader applicability of the proposed architecture.

1. INTRODUCTION

The rapid growth of Internet-of-Things (IoT) devices and
embedded systems has intensified the demand for secure
and energy-eflicient cryptographic solutions [1]. Public-
key cryptography plays a fundamental role in ensuring
data confidentiality, integrity, and authentication in such
environments [2]. Among various approaches, Elliptic
Curve Cryptography (ECC) has gained significant atten-
tion due to its ability to provide equivalent security with
smaller key sizes compared to traditional algorithms such
as RSA [3], thereby reducing computational and energy
overheads [4].

At the hardware level, the efficiency of ECC implemen-
tations is largely determined by finite-field arithmetic
operations, realized over either prime fields GF(p) or
binary extension fields GF(2™). Works such as [5,6]
have explored high-performance modular multipliers
over GF(p) for ECC applications. While prime field
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arithmetic is widely adopted in software implementa-
tions, binary fields GF(2™) offer distinct advantages for
hardware realization. In GF(2™), addition is performed
using bitwise XOR operations without carry propaga-
tion, significantly reducing logic complexity, critical path
delay, and switching activity in FPGA-based architec-
tures [7,8]. These characteristics make binary fields par-
ticularly suitable for low-power cryptographic hardware
[9,10].

In addition to classical ECC applications, polynomial
multiplication over GF(2™) has gained renewed impor-
tance in emerging Post-Quantum Cryptography (PQC)
schemes, such as code-based and lattice-based cryptosys-
tems, where large-degree polynomial arithmetic forms
the computational backbone [11-15]. Earlier works
[16-19] have also explored Vedic and Montgomery mul-
tiplier architectures for FPGA-based ECC implementa-
tions, providing complementary perspectives on hard-
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ware design strategies. Recent works [20,21] further
highlight the importance of efficient modular multipliers
for PQC-based digital signature schemes.

The choice of finite field has significant implications for
hardware design. Prime field GF(p) arithmetic domi-
nates software implementations and current ECC stan-
dards such as NIST P-256, due to compatibility with
general-purpose processors and widespread library sup-
port [5,6]. However, GF(p) operations require modular
reduction involving carry propagation through multi-
precision adder chains, increasing critical path delay and
switching activity in FPGA implementations. In con-
trast, binary extension field GF(2™) arithmetic is inher-
ently XOR-based - addition requires no carry propaga-
tion, and multiplication decomposes into bitwise poly-
nomial operations that map efficiently onto FPGA Look-
Up Tables (LUTs) [22]. This structural simplicity results
in reduced logic depth, lower routing complexity, and
diminished switching activity [23], making GF(2™) par-
ticularly advantageous for low-power FPGA-based cryp-
tographic accelerators [7,8]. While GF(p) offers per-
formance advantages on high-end platforms, GF(2™)
remains the preferred choice for energy-constrained
implementations on devices such as the Xilinx Virtex-7
FPGA targeted in this work.

Among various multiplication algorithms, the Karat-
suba-Ofman algorithm reduces computational complex-
ity to O(n'>%) compared to the conventional O(n?)
approach. However, its hardware realization introduces
challenges such as increased routing complexity, over-
lapping partial products, and elevated switching activ-
ity. Overlap-free Karatsuba architectures address these
issues by eliminating redundant computations and iso-
lating non-overlapping bit regions [8], leading to reduced
logic depth and improved power efficiency.

Despite these advancements, existing FPGA-based
Karatsuba implementations predominantly focus on
improving speed or reducing area, often overlooking
dynamic power consumption. A systematic evaluation of
architectural trade-offs, particularly for 256-bit operands
relevant to modern ECC standards, remains limited in
the literature. This work addresses that gap by presenting
a comparative power analysis of two 256-bit overlap-free
Karatsuba architectures on the Virtex-7 platform.

The main contributions of this work are:

e Design and implementation of a scalable 256-bit
overlap-free Karatsuba multiplier over GF(2™).

e Comparative analysis of fully parallel and itera-
tive resource-shared architectures on Xilinx Virtex-7
FPGA.

e Quantitative evaluation of power and area trade-
offs (LUTs, FFs, dynamic power, junction tempera-
ture) using post-synthesis estimation in Xilinx Vivado
2014.2.

e Development of an analytical power model with
curve-fitting validation against Karatsuba complexity
theory.

e Contextualisation of GF(2™) multiplier design
within the broader landscape of GF(p) and PQC mul-
tiplier architectures [5,6,20,21].

2. DESIGN MOTIVATION AND OPTIMIZATION
NEED

2.1 Limitations of Existing Karatsuba
Architectures

A survey of existing FPGA-based Karatsuba multiplier
implementations reveals several limitations. Fully paral-
lel or instantiated architectures are commonly adopted to
achieve high throughput; however, these designs involve
extensive duplication of sub-modules, leading to large
switching activity across the FPGA fabric. This results
in increased dynamic power consumption and thermal
stress, particularly for higher operand sizes such as 256-
bit, which are relevant for modern ECC standards [7,24].

Additionally, conventional Karatsuba implementations
involve overlapping partial products during the recon-
struction phase. The presence of these overlapping
regions necessitates multi-level XOR trees, which
increase logic depth and introduce glitching effects, fur-
ther contributing to dynamic power dissipation [8,25].
As the operand size increases, this overlap-induced com-
plexity becomes more pronounced, limiting scalability
and energy efficiency [24,26].

2.2 Need for Architectural Exploration

While prior research has primarily focused on opti-
mizing computational complexity, there is compara-
tively limited emphasis on understanding how archi-
tectural mapping influences power consumption. In
FPGA-based systems, power is not solely determined
by the number of logic elements, but also by the
switching activity and temporal distribution of opera-
tions. Highly parallel architectures, despite offering low
latency, activate a large number of logic blocks simul-
taneously, leading to peak power consumption [7,27].
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e Power consumption increases rapidly with operand
size in the instantiated architecture, while iterative
designs exhibit more controlled, near-linear scaling.

e FESM-based resource sharing significantly reduces
switching activity, the dominant contributor to
dynamic power in FPGA implementations.

e The power-law model P(n) = «a -nf + Pstatic, fitted to
synthesis data, yields § &~ 1.58 (instantiated) and § =~
1.54 (iterative), both closely matching the Karatsuba
theoretical exponent (log, 3 & 1.585). The 15x lower
a of the iterative design confirms that FSM-based
resource sharing directly reduces switching activity
without affecting algorithmic scaling.

e Architectural optimization has a greater impact on
power efficiency than algorithmic complexity alone,
especially for large-bit-width operations.

e No prior work reports power consumption for 256-bit
GF(2™) Karatsuba multipliers, establishing this as the
first systematic characterization in the literature.

6. CONCLUSION

This work has demonstrated that architectural map-
ping decisions have a dominant and quantifiable impact
on dynamic power consumption in FPGA-based 256-
bit Karatsuba multipliers over GF(2™). The iterative,
FSM-controlled resource-shared architecture achieves an
89.5% reduction in estimated dynamic power (from
590.37 W to 62.00 W) relative to the fully instantiated
parallel design, at the cost of a 90.1% increase in LUT
utilization and an estimated latency of approximately 24
clock cycles per multiplication. Note: These power val-
ues are Vivado post-synthesis estimates under worst-case
switching activity (SA = 1.0) and are intended for relative
architectural comparison only.

The power-law curve fitting confirms that the scaling
exponents f = 1.58 (instantiated) and f = 1.54 (itera-
tive) both closely match the theoretical Karatsuba com-
plexity (logx 3 = 1.585) for both architectures, while
the FSM-based design achieves a 15x reduction in the
switching activity coefficient a. To the best of the authors’
knowledge, this is the first reported systematic charac-
terization of dynamic power for a 256-bit overlap-free
Karatsuba multiplier on the Virtex-7 FPGA, addressing
a gap that existing state-of-the-art works [24,33,34] do
not fill. The GF(2™) field choice provides inherent advan-
tages for low-power FPGA realization through carry-
free XOR-based arithmetic, and the iterative architecture
makes this practical at 256-bit operand sizes relevant to
both classical ECC and emerging post-quantum crypto-
graphic applications [5,6,20,21].

FUTURE WORK

Future work will address the following directions:

e Extension to higher operand sizes (512-bit and 1024-
bit) relevant to advanced ECC and PQC applications.

e Investigation of pipelining, clock-gating, and hybrid
architectural techniques to enhance throughput while
further reducing dynamic power.

e Post-implementation timing-aware FPGA analysis
using VCD-based activity files for accurate absolute
power and energy measurements.

e Integration into complete ECC scalar multiplication
engines and PQC primitives.

e Broader benchmarking against GF(p) and PQC-based
multipliers across different FPGA families and VLSI
platforms.
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