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Abstract
Elliptic curve cryptography (ECC) over binary finite fields relies heavily on polyno-
mial multiplication, making the efficiency of the underlying multiplier architecture
a critical factor in cryptographic hardware design [23]. Among various approaches,
Karatsuba multiplication is widely adopted due to its reduced arithmetic complexity;
however, aggressive parallelism and improper resource reuse often lead to excessive
power consumption and thermal infeasibility on FPGA platforms [11, 26]. This paper
presents a comprehensive architectural exploration of seven 256-bit Karatsuba-based
binary polynomialmultiplier architectures overGalois Field (GF) (2256), each employ-
ing a different resource-reuse strategy ranging from fully parallel to fully sequential
implementations. All architectures are implemented on a Xilinx Artix-7 FPGA using
identical synthesis and power estimation settings to ensure a fair comparison in terms
of area, latency, power consumption, and junction temperature. The study reveals that
fully parallel Karatsuba architectures, although fast, are thermally impractical due to
excessive switching activity, while fully sequential designs suffer from high latency.
Based on these insights, a balanced resource-reuse architecture is identified, which
selectively reuses multiplier blocks from 16-bit to 128-bit levels while retaining par-
allelism at lower levels. Compared to the fully sequential Karatsuba architecture, the
proposed balanced design reduces computation latency bymore than 26× (121 cycles
vs. 3280 cycles) while maintaining thermally safe operation (73.0 °C) and consuming
only 18% higher power (25.66W vs. 21.77W). This balanced trade-off makes the pro-
posed architecture particularly suitable for FPGA-based ECC accelerators requiring
both performance and energy efficiency.
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1 Introduction

The rapid expansion of secure digital communication in embedded and resource-
constrained systems has intensified the demand for efficient cryptographic hardware
accelerators. Applications such as wireless sensor networks, Internet of Things (IoT)
devices, and secure edge computing require cryptographic solutions that not only
provide strong security but also operate within strict constraints on area, power con-
sumption, and thermal dissipation. In this context, Elliptic Curve Cryptography (ECC)
has emerged as a preferred public-key cryptographic technique due to its ability to
achieve equivalent security with significantly shorter key lengths compared to tradi-
tional schemes such as RSA [22, 23, 27]. The practical performance of ECC hardware
implementations is largely determined by the efficiency of finite-field arithmetic, par-
ticularly field multiplication, which dominates the computational complexity of point
addition and point multiplication operations. For ECC implementations over binary
fields, polynomial basis representation is widely adopted because of its suitability
for hardware realization. In such systems, the design of an efficient binary polyno-
mial multiplier directly impacts not only area and latency but also dynamic power
consumption and thermal behavior of the cryptographic processor. Among the var-
ious multiplication algorithms proposed for large-degree polynomial arithmetic, the
Karatsuba algorithm has attracted considerable attention due to its reduced arith-
metic complexity. By recursively decomposing operands into smaller sub-operands,
Karatsuba multiplication reduces the number of required partial multiplications from
quadratic to sub-quadratic complexity. As a result, Karatsuba-based multipliers are
extensively used in FPGA-based ECC accelerators to improve performance and scala-
bility for large operand sizes such as 256 bits [11, 13, 26].However, the recursive nature
of the Karatsuba algorithm introduces important architectural design challenges. Fully
parallel implementations, in which all recursive sub-multipliers are instantiated simul-
taneously, can achieve very low latency but at the cost of substantial hardware resources
and excessive switching activity. OnFPGAplatforms, this aggressive parallelism often
leads to high dynamic power consumption and unrealistic thermal conditions, making
such designs impractical for real deployments. Conversely, fully resource-reused or
sequential Karatsuba architectures significantly reduce area and switching activity by
time-multiplexing a small base multiplier across recursion levels, but they incur large
latency due to serialized computation [26, 35].

Despite the extensive use of Karatsuba multiplication in ECC hardware, most
existing works focus on optimizing a single architectural variant or emphasize
improvements in either area or speed alone. A systematic exploration of the broader
Karatsuba architectural design space—ranging from fully parallel to fully sequen-
tial implementations—under a unified evaluation framework is still lacking [13, 25,
37]. Moreover, thermal feasibility, which has become increasingly critical with ris-
ing FPGA integration densities, is rarely considered as a primary design constraint in
multiplier architecture selection. Motivated by these observations, this paper presents
a comprehensive architectural study of seven 256-bit Karatsuba-based binary polyno-
mial multiplier designs for ECC over GF (2256). Each architecture employs a distinct
resource-reuse strategy, varying the degree of parallelism and timemultiplexing across
recursion levels. All architectures are implemented on the same Xilinx Artix-7 FPGA
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To further improve the realism of power estimation, an additional analysis was
performed by modifying the switching activity parameters in Vivado. In the default
vectorless mode, a uniform toggle rate of 12.5 is assumed across all nodes, which
can lead to overestimation of dynamic power, particularly in architectures with large
parallel combinational logic.

In the refined analysis, the toggle rate was reduced to 0.5 to better approximate
realistic switching activity in FPGA datapath circuits. Additionally, activity scaling
was applied to logic elements, with LUTs and registers assigned appropriate switching
activity, while primary outputs were assigned zero activity. These parameters were
applied uniformly across all architectures to ensure fair comparison.

The resulting power values, presented in Table 5, fall within the milliwatt range and
represent a more practical estimation of power consumption for FPGA-based imple-
mentations. Notably, the proposed balanced architecture (Architecture-7) achieves a
power consumption of 659 mW. It achieves near-minimum power while significantly
reducing latency and providing an efficient balance between power, latency, and area,
making the proposed architecture better than other architectures.

This additional analysis complements the default estimation and provides improved
insight into the power characteristics of the evaluated architectures under realistic
switching conditions.

7 Conclusion

Among the evaluated Karatsuba architectures, the proposed balanced resource-reuse
design (Architecture-7) achieves the most favorable trade-off between performance
and energy efficiency. While fully parallel architectures achieve minimal latency at
the cost of extreme switching activity and thermal infeasibility, and fully sequen-
tial architectures minimize power at the expense of prohibitive latency, the proposed
design bridges this gap. Specifically, it reduces latency by over 26 × compared to the
fully sequential design while operating within safe thermal limits and incurring only
a marginal increase in power consumption. These results demonstrate that selective
reuse at switching-dominant recursion levels is a key architectural principle for prac-
tical FPGA-based ECC multipliers. This paper presented a systematic architectural
exploration of seven 256-bit Karatsuba-based binary polynomial multiplier designs
for Elliptic Curve Cryptography over GF(2256), with particular emphasis on area
efficiency, power consumption, latency, and thermal feasibility on FPGA platforms.
Unlike prior works that focus on optimizing a single architectural variant, this study
evaluated a wide spectrum of resource-reuse strategies under a unified synthesis-level
evaluation framework. The results demonstrate that extreme architectural choices are
impractical for real FPGA deployments. Fully parallel Karatsuba implementations
achieve minimal latency but suffer from excessive switching activity, leading to pro-
hibitively high-power consumption and thermally unsafe operation. Conversely, fully
reused sequential designs minimize power dissipation but incur very high latency, lim-
iting their applicability in performance-critical ECC applications. Intermediate reuse
strategies partially mitigate these issues but often fail to simultaneously satisfy all
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design constraints. Based on the comparative analysis, a balanced Karatsuba archi-
tecture employing selective resource reuse from the 16-bit to the 128-bit recursion
levels was identified as the practically deployable architecture among the evaluated
designs. By explicitly controlling the number of simultaneously active 2-bit multipli-
ers at higher recursion levels while retaining parallelism at lower levels, the proposed
architecture achieves a superior trade-off among logic utilization, latency, power con-
sumption, and thermal behavior. Synthesis-level results confirm that this balanced
design operates within safe thermal limits while delivering significantly improved
performance compared to fully sequential approaches.

Although the reported power and thermal values are based on synthesis-level esti-
mates, the observed trends clearly highlight the effectiveness of selective reuse as a
key design principle for power- and thermally-efficient FPGA-based ECCmultipliers.
The presented analysis provides practical guidance for hardware designers in select-
ing appropriate Karatsuba architectures based on application-specific performance
and energy constraints. Future work will focus on extending the proposed architec-
ture to post-implementation power analysis and on-board FPGA measurements to
further validate the observed trends. Additional research directions include pipelin-
ing and clock-gating techniques to further reduce dynamic power, adaptation of the
architecture to different field sizes and irreducible polynomials, and integration of the
multiplier into a complete ECC processor to evaluate system-level performance.

7.1 FutureWork

While the present study relies on synthesis-level power estimation for consistent archi-
tectural comparison, post-implementation measurements on physical FPGA hardware
will be considered in futurework to further validate the observed trends. Integrating the
proposed balanced Karatsuba multiplier into a complete ECC processor for system-
level validation will also be the direction for the future work.
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