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Abstract—This work develops a Convolutional Neural 

Network (CNN) for anomaly detection (AD) in Software-Defined 
Networking (SDN) environments, utilizing six flow dimensions: 
bits per second, packets per second, source and destination IP 
entropy, and source and destination port entropy. The model is 
designed to identify network anomalies, including DDoS and 
portscan attacks, by analyzing network traffic and predicting 
future destination IP entropy. Two decision threshold strategies 
were evaluated to balance detection accuracy and system 
reliability. The first method aimed at maximizing the F1 score 
but resulted in a high number of false positives (15%) and false 
negatives (18%), decreasing the model’s reliability due to 
frequent false alarms. The second method focused on 
minimizing false positives, reducing them to near zero but at the 
cost of higher false negatives (25%) and delayed anomaly 
detection by over one second in some cases. 

Keywords—Software-Defined Networking, Convolutional 

Neural Network, Anomaly detection, Attack scenarios 

I. INTRODUCTION 

The growing reliance on Software-Defined Networking 
(SDN) in modern communication systems underscores the 
critical need for robust and adaptive anomaly detection (AD) 
mechanisms. SDN, with its centralized control and dynamic 
reconfiguration capabilities, enhances network flexibility and 
efficiency but also exposes networks to sophisticated 
cyberattacks, including Distributed Denial of Service 
(DDoS) and port scan attacks. Anomalies in SDN traffic, if 
undetected, can compromise network performance, 
availability, and security [1-4]. 

In this context, the use of machine learning, particularly 
convolutional neural networks (CNNs), offers a promising 
avenue for enhancing AD. CNNs are known for their ability 
to learn hierarchical features from complex datasets, making 
them suitable for analyzing network traffic patterns. This 
work focuses on developing a CNN-based model that detects 
anomalies in SDN networks by analyzing six flow 
dimensions: bits per second, packets per second, source IP 
entropy, source port entropy, destination IP entropy, and 
destination port entropy. These dimensions provide a 
comprehensive view of network behavior, enabling the 
detection of both subtle and significant anomalies [5-8]. 

Two decision threshold selection methodologies were 
explored to optimize detection accuracy and reliability. The 
first approach aimed to balance false positives and false 
negatives, resulting in a low F1 score due to the high rates of 

both errors. This balance, while statistically meaningful, 
rendered the system impractical due to its susceptibility to 
false alarms [9]. 

The second methodology prioritized minimizing false 
positives, even at the expense of increased false negatives. 
This strategy proved effective in reducing false alarms to 
nearly zero, ensuring the reliability of anomaly alerts. 
However, this approach introduces latency in AD, as 
multiple false negatives may precede a true positive. While 
this delay is tolerable for certain attacks like DDoS, where 
anomalies are consistently detected during the attack's 
progression, it poses risks for less impactful anomalies that 
might evade detection altogether [10]. 

Despite its limitations, the proposed CNN model 
demonstrated a high detection rate for DDoS and port scan 
attacks. However, its specificity to these attack types may 
limit its generalizability to novel or less common attack 
patterns. Addressing these challenges is critical for 
advancing AD in SDN networks, ensuring resilience against 
an evolving landscape of cyber threats. This study 
contributes to the development of efficient and reliable 
network defense mechanisms, balancing detection accuracy, 
latency, and adaptability. 

II. LITERATURE REVIEW 

Sahoo et al. (2020), which integrates genetic algorithms 
for improved classification accuracy and adaptability in 
detecting Distributed Denial-of-Service (DDoS) attacks.  

Similarly, Ethilu, Sathappan, and Rodrigues (2022) 
developed a deep learning-based framework using 
Convolutional Neural Networks (CNNs) and Long Short-
Term Memory (LSTM) networks to identify malicious SDN 
switches, thereby improving system efficiency and reducing 
vulnerabilities in the centralized control plane. 

Abdullahi et al. (2022) conducted a systematic literature 
review assessing artificial intelligence-based intrusion 
detection in IoT environments, highlighting the effectiveness 
of machine learning, deep learning, and reinforcement 
learning models in identifying threats like botnets, 
ransomware, and data exfiltration. However, their study also 
noted computational limitations that pose deployment 
challenges in resource-constrained IoT environments.  
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dataset, generated with Mininet, included network traffic 
from six switches and 60 hosts over four days, with normal 
traffic on day one and DDoS/port scan attacks on subsequent 
days. The data was normalized for training and visualization. 
The model aimed to predict destination IP entropy, a key 
metric for anomaly detection, and set a classification 
threshold by optimizing the F1 score. 

Two decision threshold strategies were explored. The 
first, optimizing the F1 score, set the threshold at 0.046, 
achieving a balanced detection rate but with high false 
positives and negatives. The second strategy, predicting 
attack probability, set the threshold at 72%, reducing false 
positives and improving detection accuracy. While the model 
showed potential for real-time anomaly detection, further 
refinement is needed, especially in balancing false positives 
and negatives. Future work could focus on hyperparameter 
optimization, alternative models, and broader attack 
scenarios. 

This study aligns with recent research in SDN anomaly 
detection using CNNs, similar to works by Liu et al. (2023) 
and Zhang et al. (2022), who also applied deep learning for 
DDoS and port scan detection. The use of a Mininet-based 
dataset with six flow dimensions for feature extraction is 
consistent with current practices in network traffic 
simulation. However, the decision threshold strategies used 
here, focusing on F1 score optimization and minimizing false 
positives, differ from other studies that prioritize detection 
speed or balanced detection rates. While the model achieved 
a 93% detection rate, it highlights the need for further 
research on improving generalizability to novel attack 
scenarios, as seen in works like Sharma et al. (2023), which 
explored hyperparameter optimization and alternative models 
for better adaptability in real-time AD. 

In this system, a Convolutional Neural Network (CNN) is 
chosen for anomaly detection due to its ability to capture 
spatial features in data, making it suitable for time-series data 
like network traffic. The CNN processes network traffic 
features (e.g., bits per second, source IP entropy) to identify 
temporal patterns and detect deviations such as DDoS or port 
scanning attacks. The system follows a structured approach, 
starting with pre-processing where Shannon entropy is 
computed to detect changes in network behavior. The 
network is trained on normal traffic data to predict future 
traffic values, and anomalies are detected by comparing 
predicted values with actual observations. If the error 
exceeds a predefined threshold, the event is flagged as 
anomalous. The threshold is selected based on a balance 
between accuracy and minimizing false positives, ensuring 
effective real-time detection of network anomalies. The role 
of Software-Defined Networking (SDN) is crucial in 
enhancing the system’s flexibility by allowing real-time 
adjustments to network configurations based on detected 
anomalies. Reliability is achieved through robust training 
and validation processes, which minimize errors in the 
detection process. False alarms are reduced by fine-tuning 
the decision thresholds, balancing sensitivity and specificity 
to better recognize attack patterns while filtering out normal 
traffic fluctuations. This ensures a more accurate and 
responsive anomaly detection system. 

VI. CONCLUSION 

In the work, a convolutional neural network was The 
developed model detects anomalies in SDN networks using 
six flow dimensions and explores two threshold selection 
methods. The first method, focused on maximizing the F1 
score, resulted in high false positives and false negatives, 
leading to an unreliable system due to excessive false alarms. 
The second method, designed to minimize false positives, 
significantly reduced false alarms but increased false 
negatives. This approach is effective for detecting DDoS 
attacks, as anomalies are detected at various points, but the 
downside is the potential delay in alerting, which could allow 
damage before detection. The model performs well for 
DDoS and portscan attacks but may struggle with detecting 
different types of attacks. The research faces limitations in 
generalization, as the CNN model is tailored to specific 
attack types, limiting its detection of novel threats. Detection 
delays occur when minimizing false positives, and balancing 
false positives with false negatives affects reliability. The 
model's computational demands may impact network 
performance, and scalability in large SDN environments is 
uncertain. Additionally, the reliance on labeled training data 
limits its effectiveness based on dataset quality. Future work 
will focus on enhancing generalizability and responsiveness. 
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