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Abstract — This paper describes an area-efficient AES design
method that takes into account the implementation features of
application-specific integrated circuits (ASIC) and field-
programmable gate arrays (FPGA) . The majority of the AES
hardware area is occupied by Sub bytes and MixColumns, hence
this paper concentrates on optimizing and assessing their design
approach. This short examines the trade-off connection between
area and clock cycles based on data channel changes and
proposes an area-efficient AES intellectual property (IP) design.
This paper provides a 128-bit AES design based on text data
cryptography. Verilog HDL program is used for implement the
design, in addition to that Modelsim is used here to simulate the
results. With the help of Synthesis Process of the Xilinx is used
for measuring the performance. This work provides a 128-bit
AES design based on text data cryptography. The designed
architecture has been implemented in FPGA -XC3S 200 TQ-144
using Verilog HDL.

Keywords— AES, FPGA, ASIC, IP, HDL

I. INTRODUCTION

The procedure of developing and utilizing a
cryptosystem or cipher to keep the information or application
encrypted unreadable or usable by anybody other than the
intended receiver or recipients is known as cryptography,
sometimes abbreviated as encryption. A message can be
encoded using a technique called a cryptosystem. Only after
decoding the encrypted message using the appropriate keys
and algorithm can the recipient see it. Sensitive information is
mainly communicated over computer networks using
cryptography [1]. An encrypted document is one that has been
created by applying a mathematical method and a key to a
clear-text document. When a document is encrypted with
crypto-text, it cannot be read by anyone without the key to

decrypt it.
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A substitute for the Data Encryption Standard (DES) was
sought after by the US government's National Institute of
Standards and Technology (NIST) in 1997. The prevailing
consensus was that DES was insecure due to the
advancements in computer processing power. NIST set out to
define a substitute to DES that US government agencies may
suited for non-military based communication security
applications. Naturally, it was acknowledged that NIST's work
would be advantageous to commercial and other
nongovernment users and that the results would eventually be
widely embraced as industry standards. Experts in data
security and cryptography from all around the world were
asked by the NIST to take part in the selection and discussion
process. For this paper, five encryption techniques were
chosen. The encryption technique put out by Belgian
cryptographers Joan Daeman and Vincent Rijmen was chosen
through a consensus-building procedure. Daeman and
Rijnmen called the algorithm Pipelined, which was a
combination of their names, prior to selection [2].

Upon its implementation, the encryption technique
became known as Advanced Encryption Standard (AES) and
it is still widely used today. The AES encryption algorithm
was officially adopted by the NIST in 2000 and it was then
published as a federal standard with the name FIPS-197. The
NIST website has the complete FIPS-197. As could be
expected, a wide no of manufacturers of software and
hardware for encryption have included AES-encryption in
their offerings.

II. RELATED WORK

Lee et al (2023) proposed a research tackles the urgent
need for an area-efficient design of the Advanced Encryption
Standard (AES) by taking into account the implementation
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strengthened. In order to achieve high throughput and
efficiency, it is crucial to reduce the design delay by
combining and swapping AES operations, optimize the Sub-
Bytes using Mix-Columns and shorten the composite field
arithmetic's critical path. An almost similar delay between
various sub-pipeline stages has been made in an effort to
achieve the low delay and high frequency of the design.
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